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data protection - legal changes published in October 2019 

The Polish supervisory authority imposed first administrative fine on a public entity for 
GDPR violation 

Thursday, October 31, 2019, the President of the Personal Data Protection Office imposed first administrative 
fine of PLN 40,000 (approx. EUR 9,300) on a public entity for failure to comply with the GDPR, according to a 
press release. 

The reason for imposing the fine was that the mayor of the city did not conclude a personal data processing 
agreement with the entities to which he transferred data according to art. 38 GDPR. 

In the absence of such an agreement, the mayor committed the act of sharing personal data without a legal 
basis, which violated the principle of lawfulness of processing (Article 5(1)(a) of the GDPR) and the principle of 
confidentiality (Article 5(1)(f) of the GDPR). 

The principle of accountability was also breached because the register of processing activities did not indicate 
all data recipients, nor did it indicate the planned date of data deletion for certain processing activities. 

When imposing a penalty, the President of the Office took into account the fact that despite the irregularities 
found in the course of the proceedings, the controller did not remove them or implement solutions aimed at 
preventing future infringements. The controller also did not cooperate with the supervisory authority. Therefore, 
the President of the Office decided that there were no premises that could mitigate the amount of the fine. 

The Austrian data protection authority imposed a fine of 18 million euros on the Postal 
Service for GDPR violation 

The Authority applied this fine after finding that the postal service had intentionally violated the GDPR by 
collecting and selling personal data on the alleged political affinity of affected data subjects users of the postal 
services. 

In January 2019, the investigative journalism platform Addendum reported that the Austrian Post was selling the 
names, addresses, ages and genders of approximately 3 million customers to marketing companies. The 
employees of the Post also made assumptions about the political affiliations of 2.2 million people, and sent 
letters offering for sale this information to political parties in search of new members. 
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The Romanian Data Protection Authority has published a list of corrective measures 
applied between June 1 and September 30, 2019 

On October 22, 2019, the National Supervisory Authority for the Processing of Personal Data published a report 
with the investigations carried out between June 1 and September 30, 2019, which includes penalties and 
corrective measures issued against controllers. 

The list is of interest given the entities that were controlled, the sanctions imposed and the aspects that led to 
the application of the sanctions. 

The Romanian Supervisory Authority for the Processing of Personal Data sanctioned 
Inteligo Media SA (avocatnet.ro) with a fine of 9,000 Euros for GDPR violation  

On October 15, 2019, the National Supervisory Authority for the Processing of Personal Data informed that it has 
completed an investigation of INTELIGO MEDIA SA on 26.09.2019, according to a press release. 

The Authority found a violation of the provisions of Article 5 paragraph (1) letters a) and b), Article 6 paragraph 
(1) letter a) and Article 7 of the GDPR, which led to imposing an administrative fine in the amount of 9000 Euros. 

The sanction was imposed as a result of an intimation indicating that for the creation of a new account on the 
website avocatnet.ro - belonging to the controller Inteligo Media SA, an unchecked box will be displayed, with a 
text having the following content: «I do not want to receive “Personal Update”, the information sent daily, free 
of charge, by email, by avocatnet.ro». 

According to these conditions established by the controller, to the extent that a user omits the check this box, 
he/she is automatically subscribed, respectively his/her e-mail is entered automatically in the subscriber database 
to this information. 

Thus, the subscription took place in the absence of a manifestation of will on the part of the users, which clearly 
indicates the acceptance of the processing for the purpose established by the controller. 

During the investigation, the controller could not prove that it obtained an explicit consent, under the conditions 
provided by Article 7 of the GDPR, for a number of 4357 users, for which it processed their personal data. Also, 
for the transmission of daily information by e-mail, the controller processed the data on the basis of a legal basis 
that is not appropriate for the purpose, namely the “execution of a contract”. 

 

 

https://www.dataprotection.ro/?page=masuri_corective_iunie_sept_2019&lang=ro
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The National Supervisory Authority for Personal Data Processing sanctioned Elephant 
Online with a fine of 10,000 lei 

On October 14, 2019, the National Supervisory Authority for Personal Data Processing informed that it has 
completed an investigation on the controller Elefant Online S.A. and found that it violated the provisions of art. 
13 paragraph (1) let. q) of Law no. 506/2004, corroborated with art. 13 paragraph (5) of Law no. 506/2004 and 
with art. 7 of the GO no. 2/2001. 

The Elephant Online controller was sanctioned with an administrative fine in of 10,000 lei. 

The sanction was imposed because the controller did not prove the explicit and unequivocal prior consent for 
sending commercial messages by e-mail in violation of the provisions regarding the unsolicited communications 
provided by art. 13 paragraph (1) let. q) of Law no. 506/2004 regarding the processing of personal data and the 
protection of privacy in the electronic communications sector. 

In this context, it was recommended to the company to take the necessary measures to comply with the 
provisions of art. 12 of Law no. 506/2004, for the purpose of sending commercial messages through electronic 
means of communication only with the express prior consent of the recipients 

The Supervisory Authority imposed the sanction following a complaint claiming that the controller Elefant Online 
S.A. sent unsolicited commercial messages to the claimant on his e-mail address without his consent. Thus, 
although the petitioner had unsubscribed both on the controller’s website and through the unsubscribe links in 
the newsletters, he continued to receive unsolicited commercial messages on his e-mail address from Elefant 
Online S.A. 

The National Supervisory Authority for Personal Data Processing has published the 
report for 2018 

On Friday, October 11, 2019, the National Supervisory Authority for Personal Data Processing released the 
institution's Report for 2018. 

On October 8th and 9th, the Fourteenth Plenary session of the European Data Protection 
Board took place. The European Data Protection Board is a EU institution with legal 
personality, established under art. 68 of the GDPR 

During the Plenary, the following subjects were discussed: 

(i) The guidelines on the legal basis for processing online services based on contracts [art. 6 par. (1) 
letter (b) GDPR] 

https://www.dataprotection.ro/?page=Rapoarte%20anuale&lang=ro
https://www.dataprotection.ro/?page=Rapoarte%20anuale&lang=ro
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The EDPB adopted a final version of the guidelines on the scope and application of Article 6(1)(b) 
GDPR in the context of information society services. 

(ii) The opinion on Equinix BCRs 

The EDPB adopted its opinion on the draft decision regarding Equinix Binding Corporate Rules 
(BCRs). The EDPB is of the opinion that the Equinix BCRs contain all elements required under article 
47 GDPR and WP256 rev01 and contain the appropriate safeguards. 

(iii) Response to the Council Working Party on Sports Anti-Doping Code (WADA) 

The EDPB points out that progress has been made in relation to the safeguards on privacy and data 
protection provided by the new version of the Code and its Standards, but that some important 
concerns remain. 

Greece's national authority has imposed an administrative fine of 200,000 Euro on a 
telephone service operator for violating GDPR provisions 

On Monday, October 7, 2019, Greece's Personal Data Protection Authority imposed a 200,000 Euros fine on a 
telephone service provider for GDPR violation, according to a press release. 

Consumers have filed a complaint against the controller, OTE, for having received messages promoting products 
and services from third parties, even though they had expressly asked the telephone company not to offer the 
phone numbers for advertising purposes. 

The Authority found that this incident affected a large number of individual subscribers, as there was an 
infringement of Article 25 and Article 5 (1) (c) (principle of accuracy) of the General Data Protection Regulation 
(GDPR). 

The Romanian Supervisory Authority imposed a 150,000 Euros fine on controller 
Raiffeisen Bank S.A. and a 20,000 Euros fine on controller Vreau Credit S.R.L. 

On the 1st of October 2019, the National Supervisory Authority finalised two investigations at Raiffeisen Bank 
S.A. and Vreau Credit S.R.L. finding the following: 

(i) Raiffeisen Bank S.A. infringed the provisions of Article 32 paragraph (4) in conjunction with Article 
32 paragraph (1) and paragraph (2) of the GDPR, which led to imposing an administrative fine in 
the amount of 150,000 Euros 
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(ii) Vreau Credit S.R.L. infringed the provisions of Article 32 paragraph (4) in conjunction with Article 
32 paragraph (1) and paragraph (2) of the GDPR, as well as of Article 33 paragraph (1) of the GDPR, 
which led to imposing an administrative fine in the amount of 20,000 Euros. 

As regards Raiffeisen Bank S.A., the National Supervisory Authority has initiated an investigation, following the 
notification of a personal data breach to the supervisory authority, by filling in the form on the personal data 
breach in compliance with Regulation (EU) 2016/679. 

The breach of security consisted in the fact that two employees of Raiffeisen Bank S.A., using the data from the 
identity documents of some natural persons, transmitted by the employees of the company Vreau Credit S.R.L. 
through the WhatsApp mobile application, performed queries to the Credit Bureau system to obtain the 
necessary data in order to determine the eligibility to credit of the respective individuals, through prescoring 
simulations. In this respect, 1194 simulations were performed, with regards to 1177 individuals. 

Also, for 124 individuals, the database of the National Agency for Fiscal Administration (NAFA) was also 
consulted. 

The above mentioned prescoring simulations were performed through the computer application used by 
Raiffeisen Bank S.A. in the crediting activity, and the negative crediting decision was communicated by the 
employees of Raiffeisen Bank S.A. to the employees of Vreau Credit S.R.L., with the infringement of the internal 
procedures. 

The sanction was imposed to the controller due to the fact that it did not implement the appropriate measures 
in order to ensure that any natural person acting under its authority and who has access to personal data 
processes the data only following its request, except for the case where this obligation rests with them under the 
Union or national law. 

Also, the controller did not implement adequate technical and organisational measures in order to ensure an 
adequate level of security and did not evaluate the risks presented by the processing. 

This situation led to the unauthorized access to the personal data processed through the computer application 
used by Raiffeisen Bank S.A. in the crediting activity and to the unauthorized disclosure of personal data by the 
employees of the bank. 

Concerning the controller Vreau Credit S.R.L., it was also sanctioned for the breach of data security, but also for 
the fact that until the end of the investigation it did not notify the supervisory authority of the personal data 
breach, without undue delay, although it has become aware of this security incident since December 2018, which 
led to the breach of the confidentiality of the personal data of their clients (the data subjects) and to the 
unauthorized/illegal processing of their personal data.. 
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The Spanish Data Protection Authority fined the company Vueling for the cookie policy 
used on its website with 30,000 euros 

The fine was imposed because users who access the Vueling company’s website do not have the ability to 
configure the cookies that are installed on their computers. 

When accessing online the cookie policy of the URL page: https://www.vueling.com/es , users are informed about 
what cookies are and what cookies they use. It also communicates that Vueling can use the information by itself 
or through third parties such as, beacons, Pixel tags and Local storage, evaluations and statistical calculations on 
anonymous data, indicating "such information will not be used for any other purpose". They also report that they 
may use third-party analytics cookies. 

However, on the management of cookies, the company merely indicates that: "you can configure the browser to 
accept or reject by default all cookies or to receive an on-screen notice of the reception of each cookie and 
decide at that time its implementation or not on your hard drive. You can also use "do not track" tracking cookie 
blocking tools. It is also noted that, "you can revoke at any time the consent given for the use of cookies by 
Vueling, configuring the browser for this purpose and that you can adjust the browser settings to prevent the 
installation of cookies websites or third parties in general." 

The company does not provide a management system or cookie configuration panel that allows the user to 
delete them in a granular way. To facilitate this selection the panel would have to enable a mechanism or button 
to reject all cookies, another to enable all cookies or to be able to do it in a granular way in order to manage the 
preferences of each user. On this subject, it is considered that the information offered on the tools provided in 
the browsers of the computers to configure cookies would be complementary to the previous one, but 
insufficient for the intended purpose of allowing you to configure preferences in granular or selective form. 

These facts constitute an infringement of Section 22.2 of the LSSI (Spanish Law on Information Society Services 
and Electronic Commerce), according to which:  

 "Service providers may use of data storage and retrieval devices on recipients' terminal equipment, provided 
that they have given their consent after they have been provided with clear and complete information on their 
use, in particular , on the purposes of data processing". 

 


